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H Course No. Course Title T T:;s.d;t'srotal Prerequisite H
“ A- Compulsory Courses (15 Credit hours): “
|| 0405730 | Cloud Computing Architecture and Services 3 3 ||
0405731 | Enterprise Systems and Network Security 3 3 -
0405732 | Cyber Systems Engineering 3 3 -
0405733 | Cyber Engineering and Risk Management 3 3
0406724 | Research Methodology 3 3
| B- Elective Courses (9 Credit hours) I
|| 0405734 | Cyber Security Operation 3 3 ||
0405735 | Cyber Data Analytics 3 3
0405736 | Cyber law and Ethics 3 3
0405737 | Selected Topics in Cyber Security 3 3
0405738 | Cyber Investigation 3 3
|| 0405739 | Security Architecture and Design 3 3 ||
0405740 | Ethical Hacking 3 3
0405741 | Block Chain Technology 3 3
0405742 | Cyber Warfare 3 3 -
0405704 | Cloud Computing Security 3 3
0405743 | Fundamentals of Cryptography 3 3
0405744 | Forensics Analysis 3 3
C- Thesis or Research Project (9 Credit |9 9
hours)




0405730 Cloud Computing Architecture and Services

Cloud Computing Architecture and Services is a field of study focused on the design
of architectural solutions for cloud computing- based environments (services and
deployment models), which are inherently distributed and service-based. Among
others, cloud-based solutions must consider connectivity, latency and bandwidth
constraints, quality attributes such as availability and performance, and non-
technical aspects such as pricing and SLAS (Service-Level Agreements). This course
will focus on the technologies required to architect and deploy secure and robust
services and applications on cloud-provisioned environments, with the aim best
leveraging the available cloud resources. The ultimate goal is to design cloud-based
solutions using appropriate architectural design principles and best practices to
address customer requirements and deliver quality cloud-based solutions. The final
aim of this module is to enable learners to effectively evaluate, architect and develop
cloud based application services and client applications of such services and equip
the learner with the required skills to assess the appropriateness of utilizing a range
of cloud based application services and associated technologies in order to integrate
these services with traditional enterprise environments and consumer applications.
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Course No.: 0405731
Credits: 3
Title : Enterprise Systems and Network Security

This course provides fundamental concepts and principles of computer network and
system security to students focusing in particular on the security aspects of the computer
systems, Web and Internet. It introduces network and system security threats, then
surveys cryptographic tools used to provide security, such as shared key encryption
(DES, 3DES, RC-4/5/6, etc.); public key encryption, key exchange, and digital
signature (Diffie- Hellmann, RSA, DSS, etc.). It then reviews how these tools are
utilized in the internet protocols and applications such as Kerberos, SSL, IPSEC, TLS,



PGP, SIMIME, SET, and others. System security issues such as risks of malware and
protection mechanisms (i.e. IDS, IPS) will also be covered. Finally, security and privacy
aspects of cloud computing are considered also.
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0405732 Cyber Systems Security

This course aims to give an overview of cyber security. The course will equip
students with a clear view of the current cyber security landscape considering not
only technical measures and defenses, but also the other subject areas that apply,
including legal, management, crime, risk, social and human factors. After
completing this course, student will be able to demonstrate knowledge and
understanding of:

« The importance of taking a multi-disciplinary approach to cyber security

« The cyber threat landscape and those issues which recur over time

o« The roles and influences of governments, commercial and other
organizations, citizens and criminals in cyber security affairs

« General principles and strategies that can be applied to systems to make them
more robust to attack.

« Key factors in cyber security from different disciplinary views including
computer science, management, law, criminology, and social sciences.

o Issues surrounding privacy, anonymity and pervasive passive monitoring.
« Managing security incidents, including digital forensic principles.
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0405733 Cyber Engineering and Risk Management
The purpose of this course is to introduce selected topics, issues, problems, and
techniques in System Cyber Security Engineering (SCSE), early in the development
of a large system. Students will explore various techniques for eliminating security
vulnerabilities, defining security specifications / plans, and incorporating
countermeasures to achieve overall system assurance. SCSE is an element of system
engineering that applies scientific and engineering principles to identify, evaluate,
and contain or eliminate system vulnerabilities to known or postulated security
threats in the operational environment. SCSE manages and balances system security
risk across all protection domains spanning the entire system engineering life-cycle.
The fundamental elements of cyber security will be explored including: human cyber
engineering techniques, penetration testing, mobile and wireless vulnerabilities,
network mapping and security tools, embedded system security, reverse
engineering, software assurance and secure coding, cryptography, and vulnerability
analysis. All previous aspects will be tackled from point of view of Cyber risk
management as a process of identifying, analyzing, evaluating and addressing your
organization's cyber risks.
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0405734 Cyber Security Operations

This course provides the core security principles needed for monitoring,
detecting, investigating, analyzing and responding to security events, thus
protecting systems and organizations from cyber security risks, threats and
vulnerabilities. It also covers typical incident response phases, critical factors
affecting the effectiveness of incident handling, incident severities and
prioritization, practical (real-world) incident response examples, as well as key
elements of incident response services as offered by specialist external incident
responders.
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0405735 Cyber Data Analytics

In this course students will learn about the various data analytical methodologies
used to investigate cyber security problems. In particular, the course will focus on
processing and analyzing data relevant to cyber security systems and applications.
Students will be introduced to the scripting techniques and solutions required for
data analytics in the context of cyber security. Applying appropriate data analytical
methods and solving cyber security problems will be a key practical element of this
unit.
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0405736 Cyber law and Ethics

This course provides an overview of the ethical challenges faced by individuals and
organizations in the information age and introduces the complex and dynamic state
of the law as it applies to behavior in cyberspace. Topics include the legal pitfalls of
doing business in an interconnected world and an introduction to the various
organizations and materials that can be turned to for assistance in understanding how
to ethically and legally provide services and operate modern computer-based
systems and networks.
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0405737 Selected Topics in Cyber Security

This course aims to increase the cybersecurity awareness of students and offers them
an understanding with respect to a variety of interesting topics. After this course,
students will be able to (1) learn about pressing issues in the cybersecurity field (2)
classify and describe vulnerabilities and protection mechanisms of popular
cybersecurity systems (3) analyze / reason about emergent protection mechanisms
for modern cyber systems including both software and hardware components.
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0405738 Cyber Investigation
This course will teach students forensic investigative techniques specifically for
managing cyber crimes including collection and preservation of data from different
sources, such as the Internet and “cloud" computing environments. Students will
learn the legal processes available for collecting and preserving such evidence in
conducting cyber investigations.
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0405739 Security Architecture and Design
In this course students will gain an understanding of the techniques and
architectural components used to provide a secure computing environment. The
Key subject areas that are covered in this course are:

1. Enterprise security architecture concepts

2. The technologies and techniques used in cyber security architecture.



In addition, the course will survey computer security frameworks. Methods
of threat risk assessment will be reviewed, with particular emphasis on
social and human factor engineering, hacker profiling, and risk management.
Security policies and procedures, enforcement, and monitoring will also be
covered
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0405740 Ethical Hacking

This course will help students to develop their necessary knowledge base to
determine vulnerabilities and advise solutions for strengthening network security
and protecting data from potential attackers. It will mainly concentrate on
penetration-testing tools and mechnaisms to protect cyber physical systems. In
addition, Students will be introduced to various computer hacking skills and analyze
various protective measures and their effectiveness.
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0405741 Bloch Chain Technology

The course will cover block chain technologies, distributed ledger technology,
crypto currencies (e.g., Bitcoin), and their applications, implementation and security
concerns. Students will learn how these systems work; analyze the security and
regulation issues relating to block chain technologies; and understand the impact of
block chain technologies on financial services and other industries.
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0405742 Cyber Warfare:

Cyberwarfare is a broad term describing the use of technological force within
cyberspace. Cyberwarfare’ does not imply scale, protraction or violence which are
typically associated with the term ‘war’.

This course addresses some of the unique and emerging policies, principles,
strategies, and operational requirements of conducting cyber warfare at the nation-
state level.

It enhances student’s ability to manage and develop operational systems and
concepts in a manner that results in the integrated, controlled, and effective use of
cyber assets in warfare.
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0405743 Foundation of Cryptography

Cryptography provides important tools for ensuring the privacy, authenticity, and
integrity of the increasingly sensitive information involved in modern digital
systems. Nowadays, core cryptographic tools, including encryption, message
authentication codes, digital signature, key agreement protocols, etc., are used
behind millions of daily on-line transactions. In this course, we will unveil some of
the "magic" of cryptography. Modern Cryptography uses mathematical language to
precisely pin down elusive security goals, design primitives and protocols to achieve
these goals, and validate the security of designed primitives and protocols using
mathematical proofs based on clearly stated hardness assumptions. Therefore, to
learn cryptography, it is essential to understand its mathematical underpinning. In
this class, we will see the inner-working of cryptography for several core
cryptographic tools, from encryption, to message authentication codes, to hash
functions, to digital signatures, etc.
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0405704 Cloud Computing Security

This course provides the ground-up coverage on the high-level concepts of cloud
landscape, architectural principles, techniques, design patterns and real-world best
practices applied to Cloud service providers and consumers and delivering secure
Cloud based services. The course will describe the Cloud security architecture and
explore the guiding security design principles, design patterns, industry standards,
applied technologies and addressing regulatory compliance requirements critical to
design, implement, deliver and manage secure cloud based services. The course
delves deep into the secure cloud architectural aspects with regards to identifying
and mitigating risks, protection and isolation of physical & logical infrastructures
including compute, network and storage, comprehensive data protection at all OSI
layers, end-to-end identity management & access control, monitoring and auditing
processes and meeting compliance with industry and regulatory mandates.
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0405744 Forensics Analysis

This course presents an overview of the principles and practices of digital
investigation. The objective of this class is to emphasize the fundamentals and
importance of digital forensics. Students will learn different techniques and
procedures that enable them to perform a digital investigation. This course focuses
mainly on the analysis of physical storage media and volume analysis. It covers the
major phases of digital investigation such as preservation, analysis and acquisition
of artifacts that reside in hard disks and random access memory. The objective of
this class is to emphasize the importance of digital forensics, and to prepare students
to conduct a digital investigation in an organized and systematic way. This course
will provide theoretical and practical knowledge, as well as current research on
Digital Forensics. Upon completion of the course, students can apply open-source
forensics tools to perform digital investigation and understand the underlying theory
behind these tools.
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